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Which of the following refers to the violation ~ 5.

of the principle if information/ computer is

no more accessible?
(A)  Availability

(B)  Confidentiality
(C) Access control
,(D) All of the above

In a computing organization
network security system that monitors and
controls the incoming and outgoing network
- traffic based on predetermined security..

rules.
(A) Sspyware - | 7
B)  cookies | |
(®) sp.arﬁ
(D)_ firewall
o .A'combuter vis.isa: . . 8.
(A) soﬁware RO S

(B) hardware
C) bacteria
D) | freeWare -

Which of the following uses PGP
application ?

(A) Email

(B) File encryption

(C) Email and file encryption
D) None of these
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isa = 6.

means a system of a secure key.

pair consisting of a private key for creating
digital signature and public key for verifying
digital signature.

(A) Asymmetric cryptography

(B) Cryptosystem

(®) Symmetric cryptosystem

{D) None of the above

Public key cryptography is same as :

(A) Private key cryptography

(B) Asymmetric cryptography

(C)- - Symmetric cryptography

D) Session key cryptography

Hash function. ére used for:

(A) Encryption '

(B) Decryption

(C)  Digital signature

D) Nohe of the above

' “F"GP stapds"fqr: ;

A Prbbef Good Pri\)af:y

(B) Personal Go Principle

(€ Pretty Good Privacy

D) None of these

Which of the following monitors all internet
and other network activity, looking for
suspicious data and preventing
unauthorized access ?

(A) Intrusion detection system

(B) Firewall

(0] Data encryption

D) None of the above

[PT.O.]



10.

1.

12.

13.

Z200066N-A/140

is used for network level security.

(A)  IPSEC
(B)  ssL
€ TS
(O)  SET

Which one of the following is used for
creating and verifying the integrity of the
message?

(A) Coding
(B) = Decryption algorithm
© Protocol

D) Message Digest

For distribution of.public key, which of theA

foIIdwing uses Trusted third party interface?

(A) Public announcement

(®) Public key certificate
D) None of these

For message authentication, i.e. integrity of

message , which mechanism is used?

(A)  MAC
(B)  IPSEC -
€ TS
(O)  SET

(4)

14,

16.

()  Publicly available directory

17.

To protect the computer system against the
hacker and different kind of viruses, one

must always keep on in the
computer system.

(A) Antivirus

(B) Firewall

(@) Vic player

D) Script _
A_____ isanextensionofan enterprise’s

private intranet across a public network such

as the internet, creating a secure private

connection.
(A) VPN
(B) | VAN
(@) VDN
D) VSPN

Which of the following are famous and
common cyber -attacks used by hackers to

infilfrate the users system? o

(A) DDoS and Denve—by Downloads
(B) Malware & Malvertising

(0] Phishing and Password attacks

(D) Al of the above

Which type of the following malware does

not replicate or clone them self's through

infection?

(A) Trojan
(B) Bot
© Worm
D) Viruse



18.  Threat on availability of computer resource 22 The secure authentication connection in SSL

to its intended users is called: is :

(A) Cyber attack (A) Chisel

(B)  Virus attack (B) - Handshaking
(€  Worms attack (C)  Tunnel

D) DoS attack D) Zer(!in g

19. PGP encrypts data by using a’block cipher 23, Examples of hash functions are :

called :
(A) MD5
(A) Private data encryption algorithm
(B) IDEA GF -, SO
© - RSA (C) Both (A) and (B)

D) Local data encryption algorithm ©l Hane: e aboyg

20. Which is not an objective of network 2. Hash function is used in im'plementing_

security? service of network sch'rityT
B Seseey . ) (A)  Availability
®Authenticaion 0 (®) Iniegriy :
(®) Access control © Confidentiality

(D)»_ _Lock and unlock | (D) | All of the above

21. The process of verifying the identity of a 25 Which software helps the user computer to

user : detect virus :

(A) Identification (A)  Malware

B) Authentication @) Anti virus

© Validation ©) Adware

) Veritication . D) None of these

Z200066N-A/140 (5) [P.T.O.]



26.

27.

28.

Which of these refers to verifying the integrity ~ 30.

of message ?
(A) Digital signature

(B) Message digest

© Protocol

D) Decryption algo

In system hacking, which of these is most
important activity ?

(A) Information gathering

”(B‘)” | Coveﬁhg tracks

© Crabking password

D) None of these

Which of these can be considered as the 32
‘element of cyber security ?

BT + Application security

29.

('B) Operational security
© Network security

D) All.of these

In the computer network, the encryption  33.

techniques is mainly used for improving :
(A) Security |

(B) Performance

€ Reliability

(D) Longevity

Z200066N-A/140 (6)

31,

Cryptanalysis is used

(A) to find some insecurity in a
cryptographic scheme

(B)  toincrease the speed
(C)  toencrypt the data
(D)  to make new ciphers

Which two types of encryption protocols can
be used to secure the authentication of

computers using IPsec?
(A) Kerberos V5

(B)  SHA

(©)  MD5

()  Both SHA and MD5

Hash functions guarantee message integrity
and that the message has not been _.

(A Overviewed

(B) Replaced
(®) Violated
(D) Changed

Data must arrive exactly as it was sent to

receiver from sender, is called
(A) Message Sending
(B) Message Splashing .
(9] Message Integrity

(D) Message Confidentiality



34.

35.

36,

37.

38.
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IP Secunty Qperates in which Iayer of the
OSI model?
A Network
(B) Transport
(®) Application
(O)  Physical
Which of the following is not a type of
symmetnc key cryptographic technique ?
(A) Caeser cipher
B) Data Encryption Standard
© Playfair cipher
D) Diffie Hellman cnpher
Which of the followmg is a passive attack?
-~ (A) Masquerade
(B Modification of message
©) Distributed Denial of service
D) Traffic analysis
A mechanism used to encrypt and decrypt
.data is known as :
(A cryptanalysis
-(B) crypfology ”
(€  cryptography
D) none of the above
Conventional encryption and public key
encryption are also __called and
respectively:
(A) asymmetric encryption, symmetric
encryption
B) symmetric encryptibn, asymmetric
encryption
(@) 2 key encryption, one key
encryption
D) None of the above

(7)

Q9.

40.

42

43.

Which of the following .combination is
symmetric encryption techniques ?

(A) DES, RSA, DIFFIE HELLMAN

(B) MD5, SHA_2, DSS

(&) IDEA, CAST, TRIPLE DES

(D)  DSS, IDEA,SHA_1

Which is the type of text that is transformed

'by a cipher at the receiver side ?

(A) plain text
(B) cipher text
©) error text
(D) . scalar text

Which of the following malware does not - -

replicate through infection ?

“(A)  rootkit
(B) trojan
(C) " virus
D) worm

Which of the following is an in'dependent
malicio_us program that never requires.any

~-host-program 2.+ -

(A) trojan horse
(B) worm
€ trap door

(D) virus o
- Why are the factors like confidentiality,

authentication, integrity availability

considered as fundamental services ?

(A) To understand hacking process

(B) To understand elements of security
breech

(®)) To understand security and its
component ib better way

D) None of these

[P.T.O.]



44,

45.

- 46.

47.
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In order to ensure the security of data , we

need to data.

(A) decrypt

(B) encrypt

(@) delete .
O  zip ]

A communication is said to be insecure
where data is transmitted in a manner that

allows for interception also called:

~(A)- . Attack -
B)  Sniffing
(cj P
()  Citation

The key of key pair used to create digital
signature is called: '

(B) Private key
© Session key
D) Secret key ‘

A digital signature uses

cryptography.

system of

(A) asymmetric key
(B) symmetric key
(®) secret key

(0)  Both (A)and (B)

(8)

48.

49.

50, -

(A PUBIGREY o dert S, e,

51.

Digital signature scheme can not provide :
(A) Confidentiality ‘

(B) Authentication

(®) Integrity

D) None of these

is used.to create digital signature.

(A) Public key of receiver

'(B) ... Public key of sender

(C) Private key of sender .

- D Private key of receiver

is used to verify digital signature.

(A) 'Publlic key of receiver

-

~..(B) " Public keyof sender -

(@) Private key of sender
D) Private key of receiver
Digitél .signature provides :

(A) Authentication

B) Non-repudiation

© Both (A) and (B)

D) None of these



52. In term.of web security threat, impersorration ~ 56. -

of another user is :
(A) an active attack
(B) passive attack
(C)  Both (A) and (B)
D) None of these
53. Which one is not a protocol of SSL ?
(A) Record
(B) = -Handshake
(€  Alarm
D) Changé cipher
54. Full form of SSL : |
(A)  Serial Session Layer
€ Secure Socket Layer

D) Secure Secure Layer

98.

85, Which protocol is used to give error warning

to peer entity ?

(A) Record

(B) Handshake
(&) Alert

D) Change cipher

Z200066N-A/140

(9)

o7.

59.

Which protocal is used. for changing
pending state to current state ?

(A)  Alert

(B)  Handshake

€  Record

D) Change cipher spec

IPSEC is designed to provide sec.urity at:
(A) application level

B) trénsport layer -

€  network layer

D) session layer

Malware that Encrypts Files and Demands
Payment : '

B)  Secure Sessionlayer -~ A . Seyware

(B) Ransomwéfe ‘

€ Adware

(D) Rookit

Denial of service attack is a threat to :
(A) confidentiality

B) authentication

© availability

D) access control

[P.T.O]



60.

61.

62.

63.
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Conventional cryptography is also known 64 -

as ______or symmetric-key encryption.
(A) public key

B) protected key

©) secret-key

D) primary key l

is the unique value for message

or content by applying strong Hash function. 65,

(A) Decryption

(B)  Encryption

€ Message digest
D) Private key

Cryptography can be divided into |

lypes. | | 6.
B .5
-

© 3

()

When plain text is converted to unreadable

67.

format, it is termed as

(A) Confused text
B) Diffused text
©) Cipher-text

D) Ciphen-text

(10)

is the process or mechanism used -
for converting ordinary plain text into garbled -

non-human readable text & vice-versa.
(A) Malware Analysis

(B) Exploit writing

(©) Cryptography

D) Reverse enginegring

Which of the below are current threats to

many organisations? |

A) byberattack-“---?"
(B) Loss of information -

(C)  Unauthorised access
(D) ~ Al of the 4Bons

PGP is used in: -

(A) - email security -

(B) | A:ftvp"se'curity-

© browser security
(D). . server security
IDEAis a:

(A) | symmetric cipher
(B) asymmetric cipher
() authentication algo

D) None of these



68.

69.

70.

71.
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In client servér authentication , the client  72.

for access

requests from a KDC a
to specific asset.

(A) ticket
(B) user
(© token
D) card
- 13,
Message means that data must

arrive at the receiver as exactly sent.

(A) - integrity

(B) confidentiality
©) authentication

D) None of these

Service is that where sender must ~ 74.

(A):+---Non repudiation- .- -

B) Non availi

©) Confidentiality

(0 Availability

function creates a message digest -

19,
of a message.
(A) Hash
(B) Coding

(®) Decryption

D) None of these

(11)

is a govt. authorised

organization that binds a public key to an

_entity and issues a certificate.

(A)  KDC

B) CA

)

(C)' Kerberos
None of these

The criteria says that it is almost
impossible to create a message if message

digest is known.

(A)  one wayness

(B) strong collison resistancee - -
(C)  weak collison

(D) None of these

The criteria of hésh_ that says we cannot find
two messages that has same message

»._vdigest'__is__:__:___ LRI

(A) one wayness..

(B) strong collison resistance

(C) . weak collison resistance

D) None of these

Which application level protocol uses few

manager controlling a set of agents ?

(A)  HTML
(B)  SNMP
C) TCcP

D) All of these

[P.T.0.]
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76

7.

78,

79.
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The main difference between SNMPv2, and
SNMPV3 : )

(A) classification

(B) increased security
(@) management

D) integration

SNMP means :

(A) Secure Network Management
Protocol

(B) ~ Set Network Management Protocol

© Simple Network- Management
Protocol

D) ‘ None of these

SNMP is the framework for managing

devices in the internet using :

(A TCPIP

8)  UDP
(C)  SNP
D)  SMTP

ensures the integrity and security

of data that pass over network.
(A) Penetrating tool

(B) Firewall

(€) Network security protocol

D) Antivirus

80.

81.

82.

(12)

SSL primarily focuses on :. ‘

(A) intégrity and non repudiation
(B) integrity and authenticity

(@) authentication and privacy
D) confidentiality and integrity

The authentication to be affected by use of
asymmetric crypto system and hash function

is known as :

~(A)  Public key
(B) Private Key

(@) Digital Signature

(D) e- governance

The SET protocol is used.for :

(A) credit card payment

(B) cheque payment

(@) debit card payment
D) None of these

In SET protocol, a customer encrypts credit

card ot using :

(A) his private key
(B) bank private key
(€ bank public key

D) merchant public key



84,

85 SETuses _____for secure payment info >
and purchase order.
(A) encryption
(B) .dual'signature"” o
(C)  MAC
(D) hashing
86. Irj’ network 'maﬁagement system, the %0
predefined policy to control to access to
- network is called : h
suse JB). ._'_[-'_au}'tfrﬁénégemeﬁt;.- |
(B) Security management
© Active management
(D) Passive - management
87. Communication between end system is <.
encrypted using a key, known as :
(A) Session key
(B) Temporary key
€ Public key
(D) Private key
Z200066N-A/140 (13)

In SET, customer sends a purchase order :  88.

(A) encrypted with his public key
B) in plain text

(® using secure digital signature

system

D) using bank public key

| In cryptography, cipher means .

(A) algo for encrybtion

(B) algo for encry;;tion and decryption
©) encrypted message

(D) ~ decrypted message

In asymmetric key cryptography, for
confidentiality, the private key of — is

used.

(A) receiver.

‘B)  sender

(©)  both sender and receiver
D) None of these

In asymmetric key cryptography, for
authentication, the public key of — is used.

(A)' receiver

(B) sender
©) Both sender and receiver
D) none of these

Which is not an asymmetric key
cryptography ?

(A)  RSA
(B) Deffie Hellman
(C)  DSS

D) IDEA

[P.T.0.]



92.

93.

94.

95.

96.

A

Q0

What is data encryption standard (DES) ? * 97.

) Block cipher
(B) Stream ciher
(C) Asymmeric cipher
(») String cipher

Caesar cipher is :

(A) Propositional cipher

(B) Substitution cipher
(C)  Permutation cipher %.
(D) Transposition cipher
In cryptography, changing order of letter in
message is :
(A) Transpositional cipher
(B) Substitutioh cipher
(C)  Both (A) and (B) %,
D) Deffie Hellman Algo
Cryptanalysis is used to :
" (A) toencryptdata
(B) find key or plain text or both of the
cryptographic scheme
©) to make new cipher
(D)  None of these 100.

Which of these protocols is used to secure

HTTP connection ?

(A)  IPSEC
| TS
(C) ECN
O) FTP

Z200066N-A/140 (14)

Cryptographic hash function takes an
arbitrary block of data and retumns :

(A) Variable size byte stream
(B)  Variable size bit stream
(®) Fixed size bit stream

D) None of these

An asymmetric key cipher uses :

(A) 2 keys
‘(B) 3 keys
©  1key
O) 4 keys
DES uses :

(A) 56 bit block, 64 bit key

‘B) 56 bit block, 56 bitkey

(C) 64 bit block, 64 bit key

(D) - 64 bit block, 56 bit key -
DES means :

(A) Digital Encryption Standard
(B) Data Encoding Standard
(@) Data Encryption Standard

D) Digital Encoding Set
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